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NOTE: i-.egierungsrat Dr. Erich HUETTENHAIN was the test cryptographer 
at OKSf/Chi. Dr. FRICKE also at CKW/Chi. They -vore apprehended at 

Flensburg. 



PRELIMINARY INVESTIGATION AND INTERROGATION 
COMMISS ION FLENSBURG ( 21 . 5 . 45 ) 



SUBJECT: REGLERUNG3RAT DR. ERICH HUETTENHAIN 
Q. YOUR JOB AND INTERESTS? 

A. STUDIED MATHS AND ASTRONOMY > WAS ASSISTANT AT A UNIVERSITY 
Q. JOB AT CHI? 

A DIRECTOR OP CHI B IV THEORETICAL DECIPHERING DECIPHERING 
DEPARTMENTS DIVIDED INTO TWO PHASES, PRACTICAL DE CYPHERING 
DOM BY A GROUP OP TECHNICIANS AND LINGUISTS ON CODES AND 
CIPHERS THAT HAD BEEN ALREADY BROKEN AND WAS BEING READ 
CURRENTLY WHILE THEORETICAL DECIPHERING WAS MORE OR LESS 
RESEARCH AND ATTEMPTS TO BREAK NEW CODES AND CIPHERS BY A 
GROUP OP MATHEMATICIANS. 

Q. WHAT WORK WAS DONE ON SPECIFIC CODES AND CIPHERS? 

A. FOUR BRANCHES OF MY DEPARTMENT WERE 

1 MONITORING THE SECURITY OF OUR OWN CODES AND CIPHERS. 

2. DESIGN AND CONSTRUCTION OF AUXILIARY EQUIPMENT FOR 
DECODING AND DECIPHERING FOREIGN CODES AND CIPHERS . 

3. SOLUTION OF DIFFICULT CODES AND CIPHERS (CRYPTOGRAPHIC , 
RESEARCH) . 

4. MAINTENANCE OF INSTRUCTIONAL AND TRAINING SCHOOLS FOR 
CRYPTOGRAPHY. 

Q* DID YOU MAKE UP CODES AND CIPHERS? 

A. IT WAS NOT MY JOB TO MAKE UP OUR OWN CODES. I MERELY TESTED 
THEIR SECURITY. 

Q. WHAT TYPES OF ALLIED CODES AND CIPHERS WERE BROKEN? . 

A. MANY WERE WORKED ON AND SEVERAL WERE SOLVED. 

Q. WHAT RUSSIAN TRAFFIC WAS WORKED ON? 



A. 



1. DIPLOMATIC - NONE IN THIS FIELD BECAUSE ONE TIME PADS WERE 
BEING USED. THIS TRAFFIC WAS ONLY OBSERVED AND SEARCHED 
FOR REPEATS TO GIVE POSSIBLE BREAKS. I DIDN'T WORK ON 
THIS BECAUSE IT WAS REALISED THAT IT COULD NOT BE BROKEN . 



2. MILITARY - 
TYPES - 1. 

2. 

3. 

4. 

RUSSIAN ADDER 
FOR BREAKING . 
BE BROKEN. I 
IS THE EXPERT 
FLENSBURG. 



WE SOLVED A NUMBER OF THESE. 

ZZ LETTER FOR LETTER SUBSTITUTION 

ZZZ SMALL CODE BOOK, THREE FIGURE, ENCODED BY 

MEANS OP A TAUSCHTAFEL. 

ZZZZ CODE SENTENCE BOOK, ENCODED EACri DAY WISH 
PAGE AND LINE CHANGED . 

ZZZZZ FIVE LETTER CODE , ENCODED BY ZAKLEN,. 
(ADDITION OR SUBTRACTION OF FIVE FIGURES) 
SYSTEM SECURITY WAS VERY BAD AT FIRST AND ALLOWED 
DURING THE LAST SIX MONTHS THIS COLE COULD NOT 
" ; -' J ''ORDERLY THE DIPLOMATIC EXPERT; 01 LT . SCHUfflffiS 
ON RUSSIAN ARMY CODES. HE IS AT PRESENT EN 



Q. DID THE RUSSIANS USE MACHINES? 



A * S^rS;^^^™® M0 ^LLED AFTER THE FEENC23 PATTERN 211 
xif-LrHiLlH lYPEi, " 
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Q. DID YOU WM AlStS" SUCCESS WITH THIS MACHINE? 

A. WE CAPTURED A i^CKINE BUT DID NOT ^^^^^^^ 
ALSO HAVE ANOTiiER MACHINE, FUNKFERNSCIiREIBER WBJCH ENCODES 
DURING TRANSMISSION. IT USES THE INTERNATIONAL FIVE IMPULSE 
TELEPRINTERCODE . 

Q. DID THE RUSSIANS USE THIS MACHINE MUCH? 

A. IT BECAME INCREASINGLY IMPORTANT DURING THE LAST 3$ YEARS. 
Q. WHAT UNITS USED IT? 

A. ONLY THE HIGHEST STAFFS, PRESS, AND DIPLOMATIC SERVICES. 
Q, ANYTHING ELSE? 

A THEY HAD FINALLY A SECRET R/T OF WHICH ONLY A SI/ALL PART OF 
A FEW MESSAGES WERE READ. THIS WAS PROBABLY USEE IN DIPLO- 
MATIC AND ECONOMIC CIRCLES. WE WERE NOT SURE BECAUSE ONLY 
BITS WERE READ. WE KNOW HOWEVER THAT THE RUSSIANS WERE 
EXPERIMENTING WITH IT. 

Q. WHAT ARE THE PRINCIPLES OF THIS MACHINE? 

A. SYSTEM IS KNOWN AS TIGER -STEDT AND IS THE SAME AS THAT USED 
BY AMERICAN MUSTANG GROUPS. SPOKEN PLAIN TEXT IS OSCILLO- 
' GRAPHED ON STEEL TAPE AND LENGTHS OF TAPE ARE CUT AND THEN 
REASSEMBLED. 

Q. WHAT WORK WAS DONE ON BRITISH AND AMERICAN CODES AND CIPHERS? 

A. DIPLOMATIC - MOST OF THE AMERICAN STRIP CIPHER WAS READ. 
STRIP CIPHER WAS USED BY THE MILITARY AS WELL AS BY THE 
DIPLOMATIC. 

. WAS THIS DIPLOMATIC USED MUCH? 

A. USED A GREAT DEAL IN LINIE AND KREIS (STERN) SYSTEMS OF iu^DIO. 
8O? 0 OF THE BREAKS CAME ABOUT AS A RESULT OF MISTAKES BY THE 
USERS. THE SYSTEMS ARE EXCELLENT BUT ARE GIVEN A.. AY BY THE 

USERS. 

Q. ARE OTHER SYSTEMS USED ON THE SAME LINKS? 
A. YES. 

Q. WHAT ARE THE PERCENTAGES OF STRIP AND OTHER TRAFFIC? 

A. I AM NOT CERTAIN OF THE EXACT PERCENTAGES, BUT AT FIRST THERE 
WAS NOT MUCH STRIP. ABOUT YEARS AGO (JAM 1944) THE STRIP 
SYSTEM WAS MADE MORE DIFFICULT SO THAT ONLY CERTAIN LINES COULD 
BE READ, FOR INSTANCE BERNE TO LONDON. NEaR THE END NOTHING 
S^? lf BE ^ EAD - ORIGINALLY THIRTY STRIPS WERE USED, THEN TILE 
EACH 1 MEs£ge? LIFIED BY M0VING VLMim mEEI<S 0P FOR 

Q. WHAT TYPES OF MISTAKES LED TO BREAKING? 

A, THE ENCODING OF THE SAME MESSAGE IN TWO DLFFE^NT CTPHF-ft" ran 
OF WHICH m STRIP AND THE OTHER ok MICH - L«2S' ° * 
STEREOTYPED BEGINNINGS IDIOi'ATIC EK SES MnmJ^L 
THE SAME lffiSS.CE TO VARIOUS AXJDKESSES IN DIF^RENTSTRIP^SYSTOM? 
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Q. YYERE OTHER TYPES OF DIPLOMATIC TRAFFIC BROKEN? 

A. ENCIPHERED CODE, USING CONVERSION TABLES BEMN ™^ 
AND THIRTY TABLES YERE AVAILABLE FOR EAJSJ^S ,M w i 
WERE TEN DIFFERENT CONVERSION SYSTEM "^n^lSKnBO 
om^TVPTY TT TOOK ABOUT TWO MONTHS TO BUILD UP TadL&S, bU 
THA^^^COULD ONLY READ^HE TRAFFIC CURRENTLY DURING THE LAST 
MONTH OF THE PERIOD. 

Q. WHAT TYPE OF CONVERSION TABLE WAS USED? 

A. THERE Y;ERE RECTANGLES OF APPROXIMATELY TWENTY COLUMNS OF 

RANDOM MIXED ALPHABETS WITH THE PLAIN TEXT ALP^T kUNNING 
VERTICALLY ALONG THE SIDE. AT FIRST THE COD. GROUPS 
MADE UP W FIVE LETTERS IN THE SEQUENCE - CONS. VOWEL CONS. 
AT FIRST VOY/ELS COULD BE CONVERTED ONLY TO VOYEELS, BUT LATER 
THEY COULD ALSO BE CONVERTED TO CONSONANTS . THE ORIGINAL 
VOWEL TO VOWEL CONVERSION WAS A WEAK POINT IN 

REDUCED THE POSSIBILITIES . ABOUT THE1TY GROUPS WERE ENCIPHERED 
PER TABLE, THEN AN ENCIPHERED INDICATOR (USING OLD TABLE) 
REFERRED TO THE NEXT TABLE. THIS INDICATOR WAS ALSO USED lN 
BREAKING AS IT USUALLY OCCURRED WITH THE SAME INTERVAL. 

Q. WHAT OTHER DIPLOMATIC TYPES WERE BROKEN? 

A. UNENCLFHERED FIVE LETTER CODE, WHICH HAS BEEN IN USE SINCE 
1920. THIS WAS NOT IMPORTANT TRAFFIC. WE ALSO BROk^ A 
DOUBLE TRANSPOSITION SYSTEM BY MEANS OF DEPTH. 

Q. WHAT TYPE OF MILITARY CODES, CIPHERS, OR MACHINE CIPHERS 

WERE BROKEN? 

A. THE MAIN MACHINE USED, AND BROKEN WAS THE AMERICAN HAGELIN 
WHICH YAS BROKEN ONLY WHEN ERRORS OCCURRED, FOR INSTANCE - 
THE SAME INDICATORS USED TWICE , OR REPEAT Or' MESSAGE i^S 
RESULT OF WRONG WHEEL SETTING (OBLT. SCHUBERT IS THE EXPERT 
ON THIS). COMMON AND REGULAR SOLUTION IMPOSSIBLE. HAGELIN 
OFFERED US HIS MACHINE FIRST IN 1934- BUT WE REFUSED IT 
BECAUSE MISTAKES COULD BE MADE AS THE RESULT OF WHICH THE 
MACHINE COULD BE BROKEN. THE MACHINE WAS MUCH SIMPLER THEN. 

Q. WHAT OTHER TYPES OF MACHINES WERE WORKED ON? 

A. I KNOW OF NO OTHER TYPE OF AMERICAN MACHINE, BUT THE BRITISH 
TYPEX IS KNOWN. IT WAS NOT BROKEN, AND SO PAR AS WB KNOB 
CANNOT EE SOLVED UNLESS THE WHEEL POSITIONS ARE KN0KH. 

Q. WAS ANY CONCERTED ATTEMPT MADE TO BREAK TYPEX? 

A. Y.E HAVE THE ENIGMA WHICH IS SIMILAR TO THE TYPEX, AMP AS EE 
BELIEVE THAT THE ENIGMA CANNOT BE SOLVED NO GREAT EFFORT WAS 
:.ADZ EC SOLVE TYPIX, TYPEX HAS SZVEX EBEEEL J .-EE, EE THEREFORE 
-ZLLEYB IT TO EE IEEE. 3_CUAZ THAT-: 0'"' ENIGMA. E'YIG A WHEN 
USED ACCORDING TO INSTRUCTIONS" IS UNBREAKABLE IT MIGHT BE 
BROKEN IF A VAST HOLLERITH COMPLEX IS USED BUT BUS IS ONLY 
SLIGHTLY POSSIBLE: 

Q. BY WHAT METHOD COULD ENIGMA BE BROKEN? 



A. iT.fi, Y.iEiEE CE EEE ".EEEELS MUST EE rEXEE 




A. 



A. 



IS THE WIRING FIXED? 

IT IS GENERALLY FIXED BUT DURING THE YEARS IT HAS CHANGED. 

IF THE WIRING WERE KNOWN WHAT METHOD WOULD YOU USE? 

LARGE CATALOGUES MUST BE BUILT MJP BY ENCOMNG THELE^B 
™ att PTTCTTTONS OF THE MACHINE (UNSTEOKExtEU; . ^ ^ 
SsTeOTCYOE 1858 IN GERMAN PLAIN TBB, AND BUS S 
THE BASIS FOE SOLUTION. 

WOULD BE NECESSARY LATER) 
WHAT IS YOUR PRESENT JOB? 
I HAVE NONE. 

DO YOU HAVE ANY RELATION TO THE GROUP AT HUSUM? 
NOo 

THE REGLERUNGSRAT MADE THIS CLOSING REMARK: 

THE SECURITY OF THE ENIGMA Y/AS NEVER COMPLETELY TESTED 
BECAUSE THE MACHINE WAS THOUGHT TO BE^CURE . WE 
CONCLUDED THAT FURTHER WORK ON THE MACHINE MB NOT 
NECESSARY, BECAUSE IT IS SECURE AS IT IS. 



SUBJECT: SONDERFUEHRER DR. WALTER FRICKE 



Q. WHAT IS YOUR DEPARTMENT OP CHI? 

A. CHI. A II THE PRODUCTION OP CODES AND CIPHERS. 

Q. VVHA.T CODES AND CIPHERS? 

A. ALMOST ENTIRELY ARMY. 

Q. WHAT TYPES OF CODES AND CIPHERS? 

A. FUNKTAFELN AND SCHLUESSELTAPELN (THREE LETTER). 

Q. WERE MACHINES USED IN THE PRODUCTION OF THESE? 

A. SCHLUE3SELTAFELN WERE MADE WITH HOLLERITH MACHINES. 

Q. HOW MANY TAFELN WERE MADE? 

A. ORIGINALLY EACH DIVISION HAD THREE OR POUR, AND THE SAME ONE 
MIGHT BE USED EY SEVERAL DIVISIONS. LATELY , THOUGH, 
DIFFICULTIES OF DISTRIBUTION AND SHORTAGES ALLOWED FOR ONLY 
ONE PER DIVISION. 

Q. DID YOU MAKE UP ENIGMA KEYS? 

A. YES WE DID; BUT ONLY FOR THE ARMY THREE WHEEL MACHINES. 
THE NAVY AND AIR FORCE MADE THEIR OWN KEYS. 

Q. WHAT WAS THE DIFFERENCE IN THE KEYS? 

A. THERE WAS NO DIFFERENCE BETWEEN ARMY AND AIR FORCE ENIGMA 
KEYS. THE AIR FORCE USED A PLUGABLE UMKEHRWALZE. FORMERLY 
THE ARMY USED SOME OF THESE, FOR FIXED STATIONS. 

Q. HOW "//ERE THE KEYS MADE UP? 

A. ALL SIXTY WHEEL ORDERS WERE WRITTEN DOWN ON SLIPS OF PAPER 
AND DRAW AT RANDOM. RANDOM THREE LETTER GROUPS FOR RING- 
STELLUNG WERE DRAWN IN THE SAME MANNER. TEN STECKER PAIRS 
WERE SELECTED BY SEVERAL PEOPLE. ALL THIS DONE BY HAND 
NO MACHINES EMPLOYED. ' 

Q. HOW DID THE AIR FORCE AND THE NAVY MAKE UP THEIR KEYS? 
A. THE AIR FORCE GOT THEIR INSTRUCTIONS FROM US. THEY SHOULD 
METHOD^ SAME Pk0CEI)URE ' AT ANY hkTE THEY MM W BETTER 

^^J'SStS^nS? 1 ^ AT THIS <™CTURE AS ARRAN^E^S HAD BEEN 
MkDE FOR THIS SUBJECT TO LE SENT TO THE U.K. ALONG WITH DR. HUETTENhAIhi ) ) 



(Signed) E.K. MORRISON, Major I C 

LOUIS LAPTOOK, 1st Lt., Sig.C., U.S. aw 



